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Chapter 8 Conduct in relation to Devices
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Devices are supplied in accordance with their intended purpose and the
information provided by the manufacturer.
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Art. 68 MedDO

I. GENERAL

In contrast to medicinal products, the dispensing of medical devices is only
regulated very superficially in the legislation on therapeutic products. Art. 48
para. 1 let. b and ¢ TPA allows the Federal Council to define, for the protec-
tion of health, (a) professional and operational requirements or a reporting re-
quirement for the dispensing of certain medical devices, and (b) to link the
dispensing to the requirement that the products in question can be traced
from their manufacture to their use and back. In addition, Art. 48 para. 2 TPA
states that Art. 26 TPA, which regulates the principles for the prescription,
dispensing and use of medicinal products, applies mutatis mutandis to the dis-
pensing of medical devices.

The Federal Council has been very cautious in exercising its authority under
Art. 48 para. 1 TPA, because only Art. 68 MedDO contains a regulation at the
ordinance level for dispensing. According to Art. 68 MedDO, medical devices
may be dispensed in accordance with their intended purpose and the manu-
facturer's instructions. Before the revision of the Medical Devices Ordinance
in 2021, the dispensing of medical devices was regulated in detail in Art. 17
para. 1 aMepV. In contrast to the current regulation, under the aMepV, in par-
ticular, professional advice had to be provided by the point of care for devices
for self-administration (see Art. 17 para. 2 aMepV). This requirement was
dropped during the revision, as this provision proved to be unsuitable in prac-
tice and was almost impossible for the competent authorities to verify.

Paragraphs 2, 3 and 4 of Art. 17 aMepV, which concerned in vitro diagnostics, :
initially remained in force in accordance with the transitional provision of Art.
105 MedDO. However, Art. 105 MedDO was subsequently repealed by Annex
5 of the Ordinance on In Vitro Diagnostics (IvDO) of May 4, 2022, with effect
from May 26, 2022. Since then, the provisions on in vitro diagnostic medical
devices previously found in Art. 17 para. 2 and 3 aMepV can be found in Art. 61
IvDV. Now, the dispensing of medical devices is based only on the intended
purpose of the device and the information provided by the manufacturer,
whereby the medical devices must, of course, fulfill all other legal require-
ments for placing them on the market in order to be dispensed in accordance
with Art. 68 MedDO.
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Art. 68 MedDO

II. THE CONCEPT OF “SUPPLY”

As already mentioned, the supply of medical devices in accordance with Art.
68 MedDO is based on the intended purpose and the manufacturer's informa-
tion. The definition of the term “supply of goods” is therefore crucial for this
provision. Art. 4 para. 1 MedDO does not contain a separate definition of the
term “supply”, nor does Art. 4 para. 2 refer to the corresponding definition
(“making available on the market”) in Regulation (EU) 2017/745 of the Euro-
pean Parliament and of the Council of 5 April 2017 on medical devices (“EU
MDR”). However, a definition of this term can be found in Art. 4 para. 1 let. {
TPA. According to this, dispensing is to be understood as the transfer or pro-
vision, whether in return for payment or free of charge, of a ready-for-use
therapeutic product for use by the purchaser or for application to third parties
or to animals. If we compare this with the definitions in Art. 4 para. 1 MedDO,
it is noticeable that this definition corresponds to the term “putting into ser-
vice” in Art. 4 para. 1 let. c MedDO. In fact, the term “putting into service” also
refers to the point in time at which a ready-to-use medical device is made
available to the end user for the first time on the Swiss market for use in ac-
cordance with its intended purpose. In summary, “dispensing with intent to
sell’ refers to the act of handing over a medical device to the end user, i.e. a
medical professional or a patient.

The term “supply of a medical device” does not include the prescription of a
medical device, i.e. the issuing of a prescription by an authorized medical pro-
fessional. The supply of a medical device is only deemed to have taken place
once a medical prescription has been filled. With the revision of the medical
device legislation, Art. 16 of the MedDO, which regulated the prescription re-
quirement for medical devices, was deleted without replacement and the cor-
responding ordinance repealed (Art. 99 no. 2 MedDO). According to the Fed-
eral Office of Public Health, the reason for this was that the medical devices
listed in the Ordinance on the List of Prescription-Only Medical Devices of
June 22, 2006 (VLvM) (intrauterine devices for contraception and saturation
compressors) are no longer as risky today, which is why a prescription is nc
longer required. Therefore, there are no longer any medical devices that re-
quire a prescription by law. However, a prescription requirement may arise
from the intended purpose or the manufacturer's information, which must be
taken into account in the context of Art. 68 MedDO. Unlike the situation with
medicinal products, it is not the Swiss Agency for Therapeutic Products that
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Art. 68 MedDO

assigns medical devices to a dispensing category when they are officially au-
thorized, and thus determines whether they are prescription-only or not, but
rather the manufacturers themselves who can determine whether their prod-
ucts are prescription-only or not, provided this makes sense, for example, for
safety reasons.

The application of medical devices must also be distinguished from their dis-
pensing, although neither the TPA nor the MedDO contain a definition of the
term “application of @’. In particular, the application is characterized by the
independent decision to administer the device and the assumption of respon-
sibility for this decision. The application is therefore to be equated with the
use that occurs after the device has been dispensed and which means the spe-
cific use of the medical device for the intended medical purpose.

Possible actions that may fall under the dispensing of medical devices include,
in particular, selling, distributing, delivering or making them available to pa-
tients. These actions can be carried out by doctors, healthcare institutions,
pharmacies, drugstores, supermarkets, mail-order companies, web shops or
self-service vending machines, among others. Making medical devices avail-
able to medical personnel or professional users also falls under the term “dis-
pensing” if this medical device is intended for use by the medical personnel
on patients. The execution of a medical prescription by an authorized person
ultimately leads to the dispensing of the medical device. The case in which
manufacturers provide their medical devices directly to patients is also to be
evaluated as a dispensing in the sense of therapeutic products legislation.

In addition, the general regulations — such as their respective risk class — are
also to be observed when dispensing medical devices. Consequently, only
medical devices that are intended for use by the public, i.e. lay users, in accor-
dance with the manufacturer's specifications, i.e. persons who cannot be as-
sumed to have medical or technical expertise, may be supplied directly to end
users (see also Art. 70 para. 2 and 3 and Annex 6 MedDO).

In principle, the distribution of medical devices does not require official au-
thorization. However, if the costs for the distribution are to be covered by
health insurance, a cantonal authorization is sometimes required.

Philippe Fuchs [ Ann-Kathrin Brackwehr 9
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Art. 68 MedDO

III. PURPOSE AND MANUFACTURER'S INFORMATION

The distribution of medical devices is based on the intended purpose and
the manufacturer's instructions. A uniform definition of the term “inzended
purpose” cannot be found in either the MedDO or the TPA. With regard tc
Art. 2 no. 12 EU MDR, the definition of which also applies to Switzerland in
accordance with Art. 4 para. 2 MedDO, the intended purpose refers to “tke
use for which a device is intended, as specified by the manufacturer on the la-
bel, in the instructions for use or in promotional or sales malterial, or in pro-
motional or sales information and in the clinical evaluation’. The labeling
refers to written, printed or graphically displayed information affixed either to
the device itself or to the packaging of each unit or to the packaging of multi-
ple products (Art. 4 para. 2 MedDO in conjunction with Art. 2 no. 13 EU
MDR). The instructions for use refer to information provided by the manufac-
turer in which the user is informed about the intended purpose and correct
use of a product, as well as any precautions to be taken (Art. 4 para. 2 MedDO
in conjunction with Art. 2 no. 14 EU MDR). Consequently, it is primarily the
manufacturer who determines the purpose of his product, and he thus has a
great deal of discretion. This is surprising in that the dispensing of medicinal
products is strictly regulated by law. In any case, the limits of this discretion
are set by Art. 70 para. 2 and 3 in conjunction with Annex 6 MedDO, whick
indirectly affect the dispensing of such products only to professionals — and
thus not directly to patients. These are so-called long-term injectable prod-
ucts that are intended to remain in the human body for more than 30 days (no.
1 of Annex 6 MedDO).

According to Art. 4 para. 1 let. f MedDO, a manufacturer is any natural or le-
gal person who manufactures a device or reprocesses a device, or who has a
device designed, manufactured or reprocessed, and markets that device under
his name or trademark. According to Art. 4 para. 1 let. f MedDO, the clarifica-
tions and exceptions listed in Article 16 para. 1 and 2 of the EU MDR — which
particularly affect distributors and importers and the cases in which they do
or do not have the obligations of a manufacturer — must also be taken into ac-
count.

Since the revision of the medical devices legislation in 2021, the MedDO ap-
plies both to medical devices and their accessories in accordance with Art. 3
para. 3 MedDO and to products without an intended medical purpose in ac-
cordance with Annex 1 MedDO (see Art. 1 para. 1 MedDO). Products without
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Art. 68 MedDO

an intended medical purpose include, for example, contact lenses or hair re-
moval products. Consequently, Art. 68 MedDO applies to both medical de-
vices and products without an intended medical purpose (Art. 1 para. 2 Med-
DO).

IV. APPLICATION BY ANALOGY OF ART. 26 TPA

According to Art. 48 para. 2 TPA, Art. 26 TPA applies by analogy to medical
devices. Art. 26 TPA regulates the principles for the prescription, dispensing
and use of medicinal products. These rules also apply by analogy to medical
devices by virtue of the reference in Art. 48 para. 2 TPA. Since there are cur-
rently no legally prescribed prescription-only medical devices, the reference
is (currently) without legal consequence with regard to prescription, unless a
manufacturer voluntarily subjects its product to a prescription requirement.
However, this reference and thus Art. 26 TPA must be observed in any case
for dispensing and use, even if the Federal Council has not exercised its au-
thority under para. 1 of Art. 48 TPA. Para. 2 of Art. 48 TPA is an independent
provision, and thus separate from para. 1, which must be observed in any case.
The analogous application for medical devices therefore means in particular
that the recognized rules of medical and pharmaceutical science must be ob-
served when dispensing and using medical devices (Art. 48 para. 2 in conjunc-
tion with Art. 26 para. 1 TPA).

Observing the recognized rules of medical and pharmaceutical science when
dispensing means, in particular, a concretization of the duty of care arising
from Art. 3 TPA. What exactly the term “recognized rules of medical and
pharmaceutical science” means is not defined in more detail in the TPA. Ac-
cording to the Federal Supreme Court, a breach of due diligence on the part
of the medical profession is deemed to have occurred if a doctor's actions no
longer appear justifiable according to the general state of professional knowl-
edge and do not correspond to the current state of scientific knowledge. The
applicable standard of care is primarily based on special standards that pre-
scribe a certain course of action. According to the Federal Court, this also ap-
plies to generally recognized rules of conduct issued by a private or semi-pub-
lic association that do not constitute legal norms. These rules of conduct in-
clude, for example, the rules of good dispensing practice for therapeutic prod-
ucts of the Swiss Association of Cantonal Pharmacists and the FMH drug pol-
icy, which are covered by Art. 26 para. 1 TPA. These rules of conduct merely
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Art. 68 MedDO

form the framework on the basis of which a breach of due diligence can be
determined. Specific cases of breaches of due diligence must be examined on
a case-by-case basis by means of medical reports. When dispensing medical
devices, the rules of good dispensing practice for therapeutic products must
be observed in particular, which define the basic due diligence to be observed
when dispensing and using therapeutic products. However, it should be noted
that the rules of Good Dispensing Practice for therapeutic products generally
only apply to prescription-only medical devices. For non-prescription medi-
cal devices, which make up the majority of medical devices, the principles of
the rules of Good Dispensing Practice for therapeutic products should there-
fore be consulted for reference only.
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Art. 72 Reprocessing

1 Any person using in a professional capacity a device intended for
repeated use must ensure on each occasion and prior to use that its
functionality has been tested and that it has been reprocessed in
accordance with current scientific and technological standards and
taking account of the instructions of the manufacturer and the
requirements of hygiene.

2 Reprocessing must employ suitable procedures that have been
validated in accordance with current scientific and technological
standards and whose efficacy has been demonstrated and can be
reliably traced and reproduced within a quality management system.

3 Any natural or legal person who reprocesses devices for third parties
must:



Art. 72 MedDO
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a. declare that the reprocessed device:

has been reprocessed in accordance with the manufacturer’s
instructions, or

has been reprocessed using a procedure specific to the processor that is
equally safe and effective as the procedure specified by the
manufacturer and has been demonstrated to be equally safe and
effective by means of a risk analysis and validation process;

b. operate a quality management system that is both suitable and
certified to nationally or internationally recognised standards;

c. provide proof that reprocessing takes place in suitable premises, in
accordance with the recognised rules of science and technology and in
compliance with hygiene requirements.

d. document that the device has been reprocessed in accordance with
letter a.

4 The declaration required under paragraph 3 letter a must identify the
device and state the name and address of the establishment that
reprocessed it.
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Art. 72 MedDO

[. GENERAL

Art. 72 MedDO deals with the reprocessing of medical devices that are in-
tended for multiple use. Such reusable medical devices must be distinguished
from single-use devices, which are regulated by Art. 73 MedDO. Not least for
reasons of sustainability and cost, medical devices that can be reprocessed are
of interest to service providers (in contrast to single-use products). Art. 72
MedDO is based on the statutory maintenance obligation under Art. 49 TPA.
According to Art. 49 TPA, anyone who uses a medical device commercially o1
on third parties must take all measures necessary for maintenance to preserve
the performance and safety of this medical device. The TPA does not further
define the term “maintenance,” but the MedDO contains a definition in Art. 4
para. 1 lit. d: Maintenance includes all measures such as servicing, software
updates, inspection, repair, preparation for initial use, and reprocessing for re-
use, in order to maintain or restore the functional condition of a medical de-
vice. In the MedDO, maintenance is regulated in detail by Art. 71. Reprocess-
ing — which, according to the definition in Art. 4 para. 1lit. d MedDO, is fun-
damentally part of maintenance — is regulated separately from maintenance in
Art. 72 MedDO due to its relevance in practice.

However, Art. 71 and 72 MedDO cannot be completely separated from each
other. According to Art. 71 para. 4 MedDO, Swissmedic may issue and publish
guidelines on maintenance measures, which are then considered to represent
the state of the art in science and technology. Since reprocessing is part of
maintenance according to Art. 72 MedDO, Swissmedic's corresponding pow-
ers also extend to this area, enabling it to issue guidelines on measures that
are then considered to represent the state of the art in science and technolo-
gy. In the field of medical device reprocessing, the Swiss Good Practice for
Medical Device Reprocessing (version 2022), which was developed jointly by
the Swiss Society for Sterile Supply (SGSV), the Swiss Society for Hospital
Hygiene (SGSH) and Swissmedic, is particularly relevant. Swissmedic bases its
inspection activities on these guidelines and requires that any deviations be
justified. In practice, healthcare facilities seem to have difficulty complying
with the reprocessing regulations — the Swissmedic hospital inspection con-
cerning medical devices in 2024 revealed numerous deficiencies in the area of
reprocessing in the reprocessing units for medical devices (AEMP, central
sterilization departments). It was found that individual reprocessing processes
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were affected by deficiencies, particularly the cleaning and disinfection
process (92%), the packaging process (100%), the sterilization process (75%),
and the storage of sterile instruments (67%). In addition, the AEMP's quality
management system was affected by deviations in 75% of the inspections, with
the main issues being missing or inadequate work instructions and interface
agreements, as well as the lack of risk management.

But what exactly does the term “reprocessing” mean from a legal perspec-
tive? Art. 4 para. 1 lit. e MedDO contains a definition of this term: Reprocess-
ing is defined as a process to which a used product is subjected so that it can
be safely reused; this process includes cleaning, disinfection, sterilization, and
similar procedures, in particular packaging, transport, and storage, as well as
testing and restoring the technical and functional safety of the used product.
This definition corresponds to that in Art. 2 para. 39 of Regulation (EU)
2017/745 (“EU MDR?”), although in Art. 4 para. 1(e) MedDO, unlike the Euro-
pean definition, the “similar processes” are specified in a list of examples. The
aim of reprocessing medical devices is to eliminate all risks of infection that
may arise from these products, and the reprocessing procedure must ensure
that these products are sterile or disinfected.

The reuse of medical devices in everyday medical practice is commonplace.
For example, surgical instruments such as clamps and forceps, ventilators, and
endoscopes are used multiple times. The proper reprocessing of reusable
medical devices is crucial in practice to prevent infections caused by contami-
nated medical devices.

II. REQUIREMENTS FOR REPROCESSING (PARA. 1)

A. Introduction

Professionals who use medical devices that are intended for repeated use
shall ensure that the functionality of the device is checked and that it is repro-
cessed in accordance with the state of the art and technology, taking into ac-
count the manufacturer's instructions and hygiene requirements (Art. 72 para.
1 MedDO). Art. 72 para. 1 MedDO stipulates a duty of care in connection with
the repeated use of medical devices, which applies to the specific user of such
a product. This duty of care applies to the professional who uses such a
product in a specific case. Specialists are defined as members of the health-
care professions, such as doctors and dentists, but also nurses and physiother-
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Art. 72 MedDO

apists. Although the wording of Art. 72 para. 1 MedDO refers exclusively tc
specialists, Swissmedic also applies this provision to healthcare facilities.
On its website, Swissmedic states that “hospitals must regard the GPA (includ-
ing corrigendum) as a reference work that provides guidelines for the correci
operation of a reprocessing unit. It contains mandatory requirements thai
must be followed on the basis of the applicable laws and standards, as well as
recommendations based on current practice and literature” Due to the clear
wording of Art. 72 para. 1 MedDO (“specialist”), it is questionable whether this
extension to healthcare facilities is permissible by the supervisory authority,
as there is no legal basis for such an extension. In substance, however,
Swissmedic's view is of course understandable, as the duties of care under Art.
72 para. 1 MedDO should also apply to healthcare facilities, not just to profes-
sionals — but from the point of view of legal certainty, a better wording of Art
72 para. 1 MedDO would have been desirable. It therefore remains to be seen
whether Swissmedic's decisions against healthcare facilities for violating Art.
72 MedDO will stand up in court.

The reprocessing of medical devices must be carried out in accordance with
the state of the art in science and technology, taking into account the manu-
facturer's instructions and hygiene requirements (Art. 72 para. 1 MedDO).
Since reprocessing is part of maintenance, Swissmedic may, on the basis of
Art. 71 para. 4 MedDO, issue guidelines in this regard which are considered to
represent the state of the art in science and technology. Swissmedic considers
the Swiss Good Practice for the Reprocessing of Medical Devices (version
2022) to be such a requirement within the meaning of Art. 74 para. 1 MedDO
and designates it as a guideline for the reprocessing of medical devices in
healthcare facilities, which must be observed in all areas of the healthcare or-
ganization (central sterilization, operating rooms, endoscopy departments,
etc.). These guidelines contain both mandatory requirements that must be fol-
lowed on the basis of applicable laws and standards, as well as recommenda-
tions based on current practice and literature.

B. Requirements relating to personnel and premises

Swiss Good Practice for the Reprocessing of Medical Devices (Version 2022)
contains guidelines on the correct operation of a reprocessing unit, including
premises, personnel, equipment, and information management systems. With
regard to personnel and responsibilities, Swiss Good Practice for the Repro-
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cessing of Medical Devices (Version 2022) sets out various requirements. A
manager must be appointed for the reprocessing unit, as well as a person re-
sponsible for the quality assurance system for the reprocessing of medical de-
vices. Both persons must have appropriate professional experience and train-
ing in the reprocessing of medical devices. The person responsible for the
quality assurance system must also have appropriate training and experience
in quality management. In small healthcare facilities, both functions can be
performed by the same person. If this is the case, however, the internal audits
must be carried out by a qualified third party, who must also write the corre-
sponding reports. The manager of the reprocessing unit must write an annual
activity report and submit it to the management of the healthcare facility. In
addition, (i) all personnel involved in the reprocessing of medical devices must
be listed in the operational organization chart, (ii) the activities of these per-
sonnel must be included in a job description, and (iii) all tasks related to the
reprocessing of medical devices may only be performed by selected, compe-
tent employees who have received appropriate training. The Swiss Good
Practice for the Reprocessing of Medical Devices (version 2022) contains fur-
ther regulations relating to personnel on pages 32 to 34, which must be ob-
served.

The Swiss Good Practice for the Reprocessing of Medical Devices (Version
2022) also contains various requirements relating to premises that must be
observed by healthcare facilities. In principle, the layout of the premises must
allow for the physical separation of the following areas: (i) area designated for
receiving and cleaning work (cleaning zone), (ii) area for packaging work
(clean zone), and (iii) area available for removing medical devices from steril-
izers and for storing sterile goods (sterile zone). The premises and the process
flow must be designed in such a way that any risk of confusion between sterile
and non-sterile medical devices can be ruled out. The Swiss Good Practice
for the Reprocessing of Medical Devices (Version 2022) also contains various
other requirements that must be met with regard to the premises, e.g. with re-
gard to lighting (Chapter 5.2.2), noise pollution (Chapter 5.2.3), maintenance
(Chapter 5.2.5), ventilation and indoor air quality (Chapter 5.3), medical com-
pressed air (Chapter 5.4), water (Chapter 5.5) and materials (Chapter 5.6). For
details regarding these requirements, please refer directly to the relevant
chapters of the Swiss Good Practice for the Reprocessing of Medical Devices
(Version 2022).
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C. Requirements relating to the reprocessing of medical devices

Reprocessing must be carried out in accordance with the manufacturer's in-
structions (see Art. 72 para. 1 MedDO). According to Annex I, no. 23.4(n) of
the EU MDR, in order to comply with the essential requirements, the manu-
facturer is obliged to provide the following information in connection with
the labeling and instructions for use of reusable medical devices: Information
on suitable reprocessing procedures, e.g. for cleaning, disinfection, packaging
and, where applicable, the validated procedure for re-sterilization in accor-
dance with the Member State(s) in which the product is placed on the market.
It must be made clear how to recognize that the product should no longer be
reused, e.g., signs of material wear or the maximum number of permitted
reuses. Pursuant to Art. 6 para. 2 MedDO, these provisions of Annex I of the
EU MDR also apply to Switzerland.

A manufacturer of medical devices must therefore describe in detail how a
user must reprocess the product in question and how they can determine
whether the product is still suitable for further reprocessing. The manufactur-
er is obliged to provide objective evidence that the specified reprocessing
procedures lead to the desired result. Further specific standards relating to
the information to be provided in connection with reprocessing procedures
can be found in ISO standard 17664, in particular in the sixth chapter, which
deals with the information to be provided by the manufacturer to the user.
This manufacturer information must be provided for all reprocessing steps,
including, for example, information on the validation parameters (such as
temperature, time, water quality) and the process chemicals. In principle, ma-
chine reprocessing procedures are preferable to manual procedures due to
their standardization and reproducibility.

Compliance with the manufacturer's specifications is not mandatory. This al-
ready follows from Art. 72 para. 3 lit. a no. 2 MedDO with regard to reprocess-
ing by third parties. The Swiss Good Practice for the Reprocessing of Medical
Devices (version 2022) also states that anyone who deviates from the manu-
facturer's instructions when reprocessing medical devices must analyze and
evaluate the new risks that arise as a result and assess the acceptability of the
residual risks. This risk assessment must be documented accordingly. Howev-
er, for liability reasons, it is recommended that the manufacturer's instruc-
tions, if available, regarding the reprocessing of medical devices be followed.
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D. Testing of functionality

Art. 72 para. 1 MedDO requires the professional using the product to test its
functionality before each use. The legislator thus imposes a specific duty of
care on the professionals using the product — e.g., the physician who uses a
(re)processed medical device during an operation — when handling (re)pro-
cessed medical devices. It is not possible to say in general terms what this
check should entail; rather, it depends on the medical device in question and
also on the manufacturer's specifications. Failure to comply with this duty of
care may — provided that the other conditions for liability are met — result in
liability on the part of the responsible professional.

III. QUALITY MANAGEMENT SYSTEM (PARA. 2)

According to Art. 72 para. 2 MedDO, procedures that are suitable and validat-
ed according to the state of the art in science and technology must be used for
(re)processing. Their proven effectiveness must be guaranteed in a traceable
and reproducible manner within the framework of a quality management sys-
tem (“QMS”). Reprocessing consists of various process steps whose effective-
ness cannot be fully confirmed by in-process controls and product testing.
Therefore, documented evidence of the consistent and reproducible effec-
tiveness of such a reprocessing process is necessary, which is achieved by val-
idating the critical process steps. Validation is a documented procedure for
generating, recording, and interpreting the results required to prove that a
process consistently delivers products that meet the specified requirements. A
healthcare facility must therefore develop a QMS for the (re)processing of
medical devices, document it in writing, implement it, keep it up to date, and
ensure its long-term effectiveness. The QMS must cover all processes in-
volved in the reprocessing of medical devices. The following steps may be
part of the reprocessing process: sorting, preparation, pre-cleaning, cleaning,
disinfection, cleanliness control and functional testing, packaging, steriliza-
tion, batch release, transport and storage, and provision. Swiss Good Practice
for the Reprocessing of Medical Devices recommends a QMS based on the
concepts described in the ISO 9000 series of standards. However, a specialist
is free to apply other concepts, in which case the legal requirements must also
be met. With regard to the specific requirements and design of a QMS and the
validation of the reprocessing procedure, reference is made to Swiss Good
Practice for the Reprocessing of Medical Devices (version 2022) and the
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Swiss Guideline for the Validation and Routine Monitoring of Cleaning and
Disinfection Processes for Medical Devices.

IV. REPROCESSING FOR THIRD PARTIES (PARAS. 3 AND 4)

Para. 3 of Art. 72 MedDO deals with the reprocessing of medical devices for
third parties. Due to staff shortages and cost pressures faced by many health-
care facilities and professionals, they are increasingly outsourcing the repro-
cessing of medical devices to specialized service providers. Service providers
wishing to undertake reprocessing for hospitals must meet the requirements
of Art. 72 para. 3 and 4 MedDO. Even if the reprocessing is outsourced to a
service provider, the overall responsibility under Art. 72 para. 1 MedDO re-
mains with the professional who uses the product. It is therefore in the inter-
est of the outsourcing healthcare facility and professional to carefully select
the service provider and to set out the requirements that the service provider
must comply with, as well as information and control rights, in a contract.

Anyone who reprocesses a medical device for third parties must declare, in
accordance with Art. 72 para. 3 lit. a MedDO, that the product has either (a)
been reprocessed in accordance with the manufacturer's instructions, or (b)
been reprocessed using their own reprocessing procedure that is equally safe
and effective as the procedure specified by the manufacturer, and that this
equivalence has been demonstrated by means of a risk analysis and a valida-
tion procedure. This declaration must include the identification of the prod-
uct and the name and address of the service provider (Art. 72 para. 4 MedDO).
Furthermore, according to Art. 72 para. 3 lit. b MedDO, the service provider
must have a suitable QMS certified according to nationally or internationally
recognized standards (usually ISO 13485). In addition, according to Art. 72
para. 3 lit. ¢ MedDO, the service provider must provide evidence that the re-
processing is carried out in suitable premises in accordance with recognized
scientific and technical rules and that hygiene requirements are met. Finally,
in accordance with Art. 72 para. 3 lit. d MedDO, they must document that the
product has been reprocessed in accordance with Art. 72 para. 3 lit. a MedDO.

With regard to the individual elements of para. 3, reference is made to the
comments on paragraphs 1 and 2. However, it should be noted that, in the
context of reprocessing for third parties, additional factors must be taken into
account compared to in-house reprocessing, e.g., transport to and from the
service provider and, if necessary, external storage. These additional elements
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must be taken into account by the healthcare facility with overall responsibili-
ty within the framework of Art. 72 para. 2 MedDO.

V. CONSEQUENCES OF NON-COMPLIANCE

From a civil law perspective, inadequate reprocessing of medical devices
may result in liability on the part of the specialist or healthcare facility to-
wards the injured patient, provided that the other conditions for liability (ade-
quate causal link between the breach of duty and the damage, as well as fault)
are met in the specific individual case. The conditions for liability must be
proven by the patient concerned (Art. 8 CC), although it may not be easy to
prove that the reprocessing was inadequate. For this reason, there is a case for
easing the burden of proof if the patient can prove an infection for which a
contaminated medical device is a possible cause. In this case, the specialist or
healthcare facility must prove that they have fully complied with the duties of
care set out in Art. 72 MedDO (reversal of the burden of proof).

From an administrative law perspective, Swissmedic is the enforcement
authority responsible for market surveillance and the enforcement of medical
device regulations (Art. 66 para. 1 TPA) . Market surveillance controls include,
among other things, checking that economic operators are fulfilling their obli-
gations (Art. 75 para. 1 MedDO) and, consequently, that they are implementing
the obligations arising from Art. 72 MedDO. The range of administrative mea-
sures available to remedy such deficiencies is not limited in principle, as Art.
66 para. 1 TPA provides that all administrative measures necessary for the en-
forcement of the TPA may be taken. Art. 66 para. 2 TPA contains a non-ex-
haustive list of measures that may be ordered by Swissmedic. In any case, the
measures ordered must comply with the principle of proportionality.

From an (administrative) criminal law perspective, it should be noted
that, according to Art. 86 para. 1 lit. e TPA, anyone who intentionally violates
the maintenance obligation for medical devices is punishable by imprison-
ment of up to three years or a fine. Negligent acts are punishable by a fine, and
in particularly minor cases by a penalty (Art. 86 para. 4 TPA). In this context,
the authorities are likely to focus primarily on the person in charge of the re-
processing unit and the person responsible for the quality assurance system,
as they bear responsibility for maintenance within their organization. The
maintenance obligations are governed by Art. 49 TPA in conjunction with Art.
71 ff. MedDO. Under certain circumstances, however, the healthcare facility
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itself may also be convicted (cf. Art. 89 TPA). In cases where a breach of duty
in connection with the reprocessing of medical devices leads to the death of a
patient or to bodily injury, it is also conceivable that the criminal offense of
negligent homicide (Art. 117 SCC) or negligent bodily injury (Art. 125 SCC) has
been committed.
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I. GENERAL

Art. 45 para. 7 TPA authorizes the Federal Council to regulate the reprocess-
ing and reuse of single-use devices and to explicitly declare these activities to
be permissible. Even if the TPA itself does not contain an explicit prohibition
on the reprocessing of used single-use devices, this prohibition arises implic-
itly from Art. 45 para. 7 TPA. Whether this implicit prohibition of the repro-
cessing of used single-use devices and the Art. 73 para. 1 MedDO issued on
this basis are sufficient from a constitutional point of view — in particular
since violation of Art. 73 para. 1 MedDO is punishable by law — may at least be
questioned.

If the Federal Council declares the reprocessing and reuse of single-use de-
vices permissible on the basis of Art. 45 para. 7 TPA, it must also define the
corresponding requirements. Currently, the Federal Council has not made use
of its authority under Art. 45 para. 7 TPA, because Art. 73 para. 1 MedDO ex-
plicitly stipulates that the reprocessing and reuse of used single-use devices is
prohibited.

Before the revised Medical Devices Ordinance came into force, the repro- :
cessing of single-use devices was not explicitly regulated by law. In practice,
single-use devices were often reprocessed and reused, especially by hospitals,
not least for cost reasons. The law at that time basically allowed the repro-
cessing of single-use devices, provided that the health of patients was not en-
dangered and that the requirements for the initial placing on the market were
also met for the reprocessed single-use device. In addition, the placing on the
market as single-use devices by the manufacturers was often seen as econom-
ically motivated (and not as a result of increased patient protection), which is
why the manufacturers' instructions in this regard were often ignored. How-
ever, with the introduction of Art. 73 MedDO, the reprocessing and reuse of
single-use devices was prohibited by law and made punishable (Art. 86 para. 1
let. d TPA).

II. PARA. 1

According to Art. 73 para. 1 MedDO, the reprocessing and reuse of single-use
devices is prohibited. Any procedure to which a used medical device is sub-
jected so that it can be reused safely is deemed to be reprocessing. These
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procedures include cleaning, disinfection, sterilization and similar procedures,
in particular packaging, transport and storage, as well as testing and restoring
the technical and functional safety of the used product (Art. 4 para. 1 let. e
MedDO). However, the term “reprocessing” as defined in Art. 73 para. 1 Med-
DO does not apply to cases in which a new (single-use) device must be
cleaned, disinfected, sterilized or subjected to similar procedures prior to its
first use. In this case, it is referred to as preparation for first use, which is
part of maintenance (see Art. 4 para. 1 let. d MedDO). Since preparation for
first use is part of maintenance, the provisions of Art. 71 MedDO apply.

However, the MedDO does not contain a separate definition of the term “sin-
gle-use device”, which is why the definition in Regulation (EU) 2017/745 of the
European Parliament and of the Council of April 5, 2017 on medical devices
(“EU MDR?”) applies by virtue of the reference in Art. 4 para. 2 MedDO. A de-
vice that is intended for use on a single occasion is therefore designated as a
single-use device (Art. 2 no. 8 EU MDR). Examples of single-use devices in-
clude disposable drill heads, electrophysiology catheters or ultrasonic scis-
sors, but also simple products such as surgical gloves, cannulas, infusion tubes
or plasters. Whether a medical device is a single-use device or can be used
multiple times is defined by the intended use and the manufacturer. A single-
use device is usually marked with the following pictogram:

The manufacturer of a medical device must demonstrate compliance with the
general safety and performance requirements, taking into account the intend-
ed purpose (Art. 6 para. 2 MedDO in conjunction with Annex [ EU MDR). In
the case of a single-use device, the general safety and performance require-
ments are checked with regard to the single application or use, based on the
intended purpose. This means that the single-use device meets the prescribed
safety and performance requirements in accordance with Annex I EU MDR
for a single application or use — further uses were not tested as part of the
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conformity assessment procedure (see Art. 21 MedDO) and the manufacturer
therefore makes no statement regarding safety and performance in the event
of multiple uses.

When a used medical device is reprocessed, it is exposed to very high chemi-
cal, mechanical and thermal stresses. Since a single-use device is not designed
for such treatment, there is a risk that it will be damaged or weakened, so that
its proper functioning after reprocessing is no longer guaranteed. In addition
to this problem, however, there is also the risk that a single-use product can-
not be completely cleaned and sterilized, which can lead to biological
residues with a corresponding risk of infection when it is reused. This risk ex-
ists in particular with threads or other areas of a single-use product that are
difficult to access. If the manufacturer has placed its product on the market as
a single-use device, reprocessing and reuse of such a device is not indicated
for reasons of health protection and was therefore explicitly prohibited in the
revision of the medical device legislation with the introduction of Art. 73
MedDO.

ITI. PARA. 2

Art. 17 para. 1 EU MDR allows the (re)processing of single-use devices provid-
ed that (a) the national law of a Member State permits this and (b) the condi-
tions of Art. 17 EU MDR are met. Unlike current Swiss law, EU law therefore
explicitly allows the (re)processing and reuse of single-use devices. However,
to prevent the prohibition in Switzerland from being circumvented by import-
ing such single-use devices that have been reprocessed in a permissible man-
ner under EU law, Art. 73 para. 2 MedDO explicitly prohibits the making avail-
able and use of devices that have been reprocessed in accordance with Art. 17
EU MDR.

However, it is unclear why Art. 73 para. 2 MedDO, according to the wording,
only covers devices that are reprocessed in accordance with Art. 17 para. 3 EU
MDR. Para. 3 of Art. 17 EU MDR only deals with a special situation regarding
the reprocessing of single-use devices: the reprocessing and use of single-use
devices within a (European) healthcare facility. However, Art. 17 para. 3 EU
MDR does not cover the general reprocessing of single-use devices — this is
regulated by paras. 1 and 2 of Art. 17 EU MDR. The FOPH's statements in the
Explanatory Report on the Total Revision of the MedDO and ClinO-MedDO
do not address this at all, but generally state that single-use devices that are
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reprocessed in accordance with the provisions of Art. 17 EU MDR are not
marketable in Switzerland. The following is stated verbatim: “Z%us, no single-
use devices reprocessed under the provisions of the EU MDR are tolerated or
the market (import) or for use in Switzerland” However, these statements by
the FOPH do not correspond to the text of the ordinance, which explicitly
refers to Art. 17 para. 3 EU MDR and thus basically only covers single-use de-
vices that are reprocessed within a healthcare facility. In view of the objective
of Art. 73 para. 2 MedDO — namely to prevent the circumvention of Art. 73
para. 1 MedDO by importing single-use devices that have been reprocessed
abroad — a reference should have been made to Art. 17 EU MDR as a whole,
without further reference to a specific paragraph of Art. 17 EU MDR. A purely
literal interpretation of Art. 73 para. 2 MedDO would therefore lead to the
conclusion that single-use devices that have been reprocessed in the Euro-
pean Union in accordance with Art. 17 para. 1 or 2 EU MDR may in principle
be used in Switzerland. However, it is to be assumed that the supervisory au-
thorities will not regard this interpretation as decisive, with reference to the
spirit and purpose of this provision.

IV. CONSEQUENCES OF NON-COMPLIANCE

Non-compliance with Art. 73 MedDO is punishable. Pursuant to Art. 86 para.
1 let. d TPA, anyone who intentionally places on the market, exports or uses
medical devices that do not meet the requirements of the TPA shall be pun-
ished with a custodial sentence of up to three years or a monetary penalty. In
the event of a negligent offense, a monetary penalty is imposed and in minor
cases a fine may be imposed (Art. 86 para. 4 TPA). In this context, however,
the question arises as to whether the unclear provision in Art. 73 para. 2 Med-
DO is sufficient as a basis for punishment if single-use devices that have been
reprocessed in accordance with Art. 17 para. 1 or 2 EU MDR are used in
Switzerland.

The legal requirements for medical devices are set out, among other places, in
Art. 45 TPA, para. 7 of which is specified in Art. 73 MedDO, which is why the
implementing law must also be observed when assessing a violation of the le-
gal requirements.
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Art. 74 Cyber security

1 Healthcare institutions must put in place all technical and
organisational resources required by the state of the art to ensure that
network-compatible devices are protected against electronic attack and
unauthorised access.

2 Hospitals must identify, evaluate and document the measures taken
under paragraph 1 in accordance with the principles of a risk
management system. This system forms an integral part of the hospitals’
quality management system.
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I. GENERAL

In recent years, hospitals and other healthcare facilities have increasingly be-
come the target of cyberattacks. This trend of more and more cyberattacks on
hospitals and healthcare facilities can be observed not only in Switzerland but
worldwide. The motivation behind this is clear: a failure of a hospital's techni-
cal infrastructure (e.g. of life-supporting medical devices or the hospital infor-
mation system) can have catastrophic consequences, which is why such tar-
gets appear particularly lucrative to cybercriminals. On the one hand, such
cyberattacks can have devastating financial consequences for the healthcare
facilities affected. On the other hand, they can have negative effects on pa-
tients, as life-supporting medical devices may be affected or because previ-
ously scheduled operations have to be postponed. This problem has been
recognized and addressed as part of the revision of the Medical Devices Ordi-
nance in 2020. With the revision of the Medical Devices Ordinance, which
came into force on May 21, 2021, a new Art. 74 MedDO was created, which
imposes specific cybersecurity due diligence requirements on healthcare fa-
cilities and hospitals.

Art. 74 MedDO must be distinguished from the corresponding data protection
provisions under federal or cantonal law (e.g. Art. 8 FADP), which serve to
protect personal data. Art. 74 MedDO, on the other hand, is not primarily in-
tended to protect patient data, but to protect against the failure of the techni-
cal infrastructure of the healthcare facility due to electronic attacks on net-
work-compatible medical devices. However, the two areas cannot be com-
pletely separated from each other, because a violation of Art. 74 MedDO can
also result in a violation of the data protection security provisions (Art. 8
FADP), since numerous network-compatible medical devices (such as com-
puter tomographs or ultrasound devices) also process patient data and some
of this data is stored on the medical device.

In addition, the obligations under Art. 74 MedDO must be distinguished from :
the obligation of manufacturers to manufacture and market safe medical de-
vices. According to Art. 6 para. 2 MedDO, medical devices must meet the gen-
eral safety and performance requirements according to Annex I of Regulation
(EU) 2017/745 (“EU MDR”). Annex I of the EU MDR defines in Nos. 17.2 and
17.4 general (safety) requirements in connection with cybersecurity for de-
vices that incorporate electronic programmable systems, as well as software-
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only devices. In the case of devices that include software components or that
are software-based, the software is developed and manufactured according to
the state of the art, taking into account the principles of the software life cy-
cle, risk management and information security (No. 17.2 of Annex I of the EU
MDR). In doing so, the manufacturers shall specify minimum requirements in
terms of hardware, IT networks characteristics and IT security measures, in-
cluding protection against unauthorized access, required for the intended use
of the software (No. 17.4 of Annex I of the EU MDR). These obligations with
regard to cybersecurity — as the “first line of defense” against cyber attacks, so
to speak — apply to the manufacturer and must be taken into account as early
as the development stage of the medical devices. The obligations under Art.
74 MedDO, on the other hand, do not apply to the manufacturer, but to the
user — i.e. the healthcare facility — and are in addition to the manufacturer's
obligations. This means that the issue of cybersecurity is regulated by law not
only at the manufacturer level but also at the user level, providing dual pro-
tection against cyberattacks. In practice, however, it has been shown that at
the manufacturer level, cybersecurity efforts do not always meet user expec-
tations. One of the reasons for this is that such network-compatible medical
devices usually have an extensive software component that is adapted (and
certified) to certain operating systems as part of the certification process.
However, hospitals cannot carry out updates without the involvement of the
manufacturers, and the manufacturers do not have the corresponding updates
available in some cases because compatibility after the update would, under
certain circumstances, require a re-certification of the medical device, which
is not desired by the manufacturers. As a result, hospitals are sometimes
forced to run medical devices on older software, which may serve as a gate-
way for cyber attacks. To counteract this, in such a case the medical device
and the software must be isolated from the rest of the system so that access to
the rest of the hospital system via this medical device is no longer possible.

II. DUTY OF CARE FOR HEALTH INSTITUTIONS (PARA. 1)

Art. 74 para. 1 MedDO requires health institutions to take all technical and or-
ganizational measures necessary according to the state of the art to ensure
protection against electronic attacks and access in the case of network-com-
patible medical devices.
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This duty of care applies to healthcare institutions in accordance with Art. 74
para. 1 MedDO. According to Art. 4 para. 1 let. k MedDO, a healthcare insti-
tution is any organization whose main purpose is to provide care or treat-
ment to patients or to promote public health. This corresponds to the defini-
tion in Art. 2 no. 36 of the EU MDR and includes in particular hospitals (under
private and public law), but also facilities such as laboratories and other (pub-
lic) health facilities that support the healthcare system but do not directly
treat or care for patients. The definition of a health facility also includes doc-
tors' practices and other outpatient medical facilities, which is why they must
also comply with the due diligence requirements of Art. 74 para. 1 MedDO if
they use network-capable medical devices. However, Art. 74 para. 1 MedDO
does not apply to healthcare facilities that primarily promote a healthy life-
style, such as fitness studios, spas or wellness centers.

The due diligence requirement in accordance with para. 1 only applies to net-
work-compatible medical devices. Network-capable means that the medi-
cal device can be integrated into a network with other devices, so that infor-
mation can be virtually exchanged between the various network-capable
products and accessed from different locations. In other words, the medical
device is not only integrated into the internal system of the healthcare facility,
but can also be accessed externally — via remote access. In this context, the
explanatory report of the FOPH speaks of medical devices being directly and
permanently connected to the internet and intranet. In many cases, external
access is mandatory so that the manufacturer can provide appropriate (re-
mote) support. There is an increasing merging between operational technolo-
gy (e.g. medical devices) and (the rest of) the information technology within
the healthcare facility. Practice shows that in modern medicine, numerous
medical devices are network-compatible — medicine without digital network-
ing is becoming increasingly unthinkable. Examples of such network-compat-
ible medical devices are computer tomographs, mobile X-ray machines, de-
vices for monitoring in intensive care units (e.g. patient monitoring systems),
respirators and anesthesia machines, etc. It should also be noted that the term
'medical device' can also include software if it meets the requirements of a
medical device in accordance with Art. 3 para. 1 MedDO - this is particularly
likely to apply to patient monitoring software. In this respect, the duty of care
in accordance with Art. 74 para. 1 MedDO also applies to software.
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According to Art. 74 para. 1 MedDO, all technical and organizational mea-
sures must be taken that are necessary according to the state of the art to en-
sure protection against electronic attacks and access. The MedDO itself does
not contain a definition of technical and organizational measures. However,
the term “technical and organizational measures” is known from other areas
of law, in particular from data protection law. For example, Art. 8 para. 1 FADP
requires that controllers and processors must ensure data security appropriate
to the risk by means of appropriate technical and organizational measures. In
this context, technical measures are those measures that are directly related
to an information system or data carriers. Organizational measures, on the
other hand, are those that affect the system environment, in particular the
people who use it, as well as the processes. The National Cybersecurity Cen-
ter NCSC has issued recommendations for cybersecurity in the healthcare
sector. These include both technical and organizational measures and are
considered by the NCSC (BACS since January 1, 2024) to be minimum re-
quirements. However, it should be noted that these recommendations do not
specifically cover network-enabled medical devices, but rather the overall in-
formation security of a healthcare facility.

This understanding of technical and organizational measures from other legal
areas can be applied to Art. 74 para. 1 MedDO: All measures that are directly
related to the medical device, the IT infrastructure of the healthcare facility
and the interface between the medical device and the IT infrastructure are
considered to be technical measures. Examples of technical measures in-
clude: encryption, firewalls, backups, password protection, VPN for remote
access, network segmentation, automatic desktop lock, etc. This also includes
the implementation of periodic or manufacturer-prescribed (software) securi-
ty updates and the manufacturer-prescribed or regular maintenance of the
medical device. In particular, the BACS system refers to the following techni-
cal measures: (a) real-time monitoring of endpoints, (b) offline backups and
disaster recovery, (c) network segmentation, (d) protection of authentication
(e.g. through multi-factor authentication), (e) blocking dangerous e-mail at-
tachments and (f) controlling the execution of files. The technical measures
according to (b), (c) and (d) are considered mandatory by the BACS, while
those according to (a), (e) and (f) are considered voluntary or “can” regulations.
On the other hand, the organizational measures according to Art. 74 para. 1
MedDO are those measures that affect the environment of the medical device
or the IT infrastructure, in particular the persons who use the network-com-
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patible medical device or the associated IT infrastructure, as well as related
processes. Examples of organizational measures include training, processes,
guidelines, regulations and contracts. The BACS lists the following as organi-
zational measures: (a) patch and lifecycle management and (b) real-time moni-
toring of the log data of the security perimeter, with the BACS considering
these two measures to be mandatory. The importance of organizational mea-
sures should not be underestimated, since the best technical measures (such
as strong password protection) are of little use if the operating personnel cir-
cumvent these measures (e.g. by placing a post-it with the password on the
network-compatible medical device). Consequently, organizational measures
(such as internal regulations and employee training) must be taken to ensure
that the technical measures can be effective. The authors' experience shows
that the following organizational measures in particular have been established
in medical practice: guidelines, e-learning, training, internal blog on the topic
of cybersecurity, etc. However, keeping an inventory of the network-compati-
ble medical devices used and standardized security assessments of new de-
vice types, which are carried out before procurement, have also been estab-
lished in practice as part of the organizational measures. In particular, the au-
thors believe that larger hospitals will not be able to avoid creating clear re-
sponsibilities and dedicated functions with sufficient resources within the or-
ganization to address the issue of cybersecurity in order to comply with the
legal duty of care. Smaller healthcare institutions must at least have external
IT support that also includes cybersecurity in its specifications.

The technical and organizational measures to be taken must be based on the
state of the art. This term is also not defined in more detail by the MedDO.
However, “state of the art” is a term that is of great importance in the devel-
opment of medical devices, as the generally recognized state of the art must
be taken as a basis with regard to the general safety and performance require-
ments according to Chapter I of Annex I EU MDR. However, the EU MDR
does not contain a general definition that would give this term more contours.
The concept of “state of the art” is familiar to other Swiss law: according to
Art. 3 para. 2 PrSG, products must correspond to the state of the art in terms
of safety. According to Art. 5 para. 1 let. e PrHG, a manufacturer is not liable if
it can be proved that the product defect could not be detected according to
the state of the art at the time the product was placed on the market. From lit-
erature and case law on this concept in other Swiss law, it can be deduced
that the state of the art must be determined according to objective criteria
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and must be recognized as reputable by the scientific community concerned.
In any case, the specific instructions of the manufacturer regarding cyberse-
curity (as well as any updates to such instructions) — if there are any — must be
observed for a particular medical device. In addition, it is advisable to follow
the BACS recommendations on cybersecurity in the healthcare sector. These
recommendations are considered by the BACS to be “best current practices”
and can therefore — at least from the authorities' point of view — be used to
substantiate the due diligence requirements of Art. 74 para. 1 MedDO, provid-
ed they relate to network-compatible medical devices. It can therefore be as-
sumed that authorities and courts will consult these BACS recommendations
in individual cases to assess the technical and organizational measures and
compliance with due diligence, even though they are not legally binding. As
far as international (self-regulatory) standards are concerned, ISO 27001 has
established itself as the standard for information security management sys-
tems. In practice, many hospitals follow this standard even if they are not offi-
cially ISO-certified.

It is recommended that these requirements, which a network-enabled medi-
cal device must meet from a technical point of view, be incorporated into the
healthcare facility's procurement process. When starting to procure net-
work-compatible medical devices, the healthcare facility should be clear from
the outset which technical and IT security-related standards the medical de-
vice to be procured must meet in order to ensure cybersecurity in each indi-
vidual case. In May 2024, H+, the Association of Swiss Hospitals, in close co-
operation with those responsible for cyber and information security at Swiss
hospitals, published a fact sheet entitled “IT-Grundschutzanforderungen an
Systeme — Informationssicherheit und Datenschutz” (IT-Grundschutz re-
quirements for systems — information security and data protection), which
defines “the minimum technical and organizational information security ana
data protection requirements of the hospital for systems’, in particular for all
medical technology systems. This leaflet was issued with due regard to the du-
ties of care arising from Art. 74 para. 1 MedDO, which is why healthcare facili-
ties affected by Art. 74 para. 1 MedDO should refer to this leaflet for assis-
tance, even if they are not hospitals. In general, however, guidelines and fact
sheets issued by authorities (such as the BACS) or associations (such as H+)
have no legal force and are therefore not legally binding for courts or users.
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In contrast to Art. 5 para. 1 let. e PrHG, for example, Art. 74 para. 1 MedDO
does not refer to a specific point in time with regard to the state of the art.
Consequently, the understanding of the term “state of the art” is subject to
temporal change. If the state of the art changes with regard to cybersecurity
and the appropriate technical and organizational measures that should be im-
plemented to effectively defend against cyberattacks, the healthcare institu-
tion must adapt the measures it has taken accordingly. Consequently, the
healthcare institution must regularly review its technical and organizational
measures to ensure cybersecurity, compare them with the current state of
technology and, if necessary, adapt them to the current state of technology. At
least for hospitals, this obligation also arises from para. 2 of Art. 74 MedDO,
because part of an effective risk management system is also the periodic re-
view of the risk and the appropriateness of the measures implemented against
it. From a fundamental point of view, it must be noted that the topic of cyber-
security is an ongoing process and therefore never complete.

According to the wording of Art. 74 para. 1 MedDO, the healthcare institution
must take all measures that are necessary to ensure the protection
against electronic attacks and access. The wording of Art. 74 para. 1 MedDO
differs in particular from that of the related Art. 8 FADP, which requires “data
securitly appropriate lo the risk” and thus legally establishes the principle of
proportionality in the area of security for personal data, which is why, for ex-
ample, implementation costs may also be taken into account when assessing
appropriateness. This raises the question of whether the wording “a// mea-
sures necessary to ensure prolection” in Art. 74 para. 1 MedDO even allows for
the principle of proportionality, in particular the element of reasonableness.
In our opinion, this is the case, because absolute security against cyber attacks
does not exist, which is why it can only ever be a matter of appropriate, but
not absolute, protection. However, due to the legal interests at stake — the
health of patients — the hurdle for assessing appropriateness is to be set high-
er than in data protection. Consequently, under Art. 74 para. 1 MedDO, the
healthcare institution is only required to implement proportionate (i.e. appro-
priate, necessary and also reasonable) measures that take into account the im-
portance of the legal interests at stake.

The technical and organizational measures must ensure protection against
electronic attacks and access. In other words, the aim is to protect against
cyberattacks, i.e. targeted attacks on the IT infrastructure and the (network-
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compatible) medical devices used by healthcare facilities by unauthorized
persons. A distinction must be made between attacks in which the medical
device itself is the actual target and attacks in which the medical device is
used to gain access to the healthcare facility's wider IT infrastructure. Art. 74
para. 1 MedDO covers both types of attack and the technical and organiza-
tional measures must therefore also cover both types of attack. Typical cyber
attacks include malware, phishing, zero-day exploits, DDoS attacks or attacks
that affect the availability of systems (such as ransomware). According to the
authors, ransomware attacks are generally the most dangerous, as they can re-
sult in the systems no longer being available, which can have serious conse-
quences for both the hospital and the patients from an operational and medi-
cal point of view.

I1I. RISK MANAGEMENT FOR HOSPITALS (PARA. 2)

Unlike the obligations in Art. 74 para. 1 MedDO, which apply to all health in-
stitutions that use network-compatible medical devices, the obligations under
Art. 74 para. 2 MedDO apply only to hospitals. According to Art. 4 para. 1 lit. |
MedDO, hospitals are healthcare facilities in which inpatient treatment of ill-
nesses or inpatient medical rehabilitation or inpatient medical procedures for
aesthetic reasons are carried out by medical and nursing staff. The decisive
criterion for distinguishing these from doctor's offices or other (outpatient)
healthcare facilities is the inpatient treatment of patients. According to Art. 74
Para. 2 MedDO, such facilities must identify, evaluate and document the tech-
nical and organizational measures in accordance with the principles of a risk
management system. This risk management system must be an integral part of
the hospital's quality management system.

Practice shows that comprehensive risk management is also standard in hos-
pitals. With regard to the principles of an effective risk management system,
please refer to the relevant literature. Art. 74 para. 2 MedDO requires hospi-
tals to identify, evaluate and document the technical and organizational mea-
sures taken in accordance with para. 1 with regard to the risk of “cybersecuri-
ty” as part of risk and quality management, thus introducing a statutory risk
management requirement for hospitals, at least with regard to cybersecurity.
In practice, however, this provision is likely to be of little significance, since
risk management already played a crucial role for hospitals before Art. 74
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para. 2 MedDO came into force and also covered the issue of cybersecurity —
as a significant risk.

IV. LEGAL CONSEQUENCES OF A BREACH OF THE DUTY
OF CARE

A. Consequences under civil law

In the event of non-compliance with the due diligence requirements set
out in Art. 74 MedDO, the question arises as to the legal consequences. In
particular, situations need to be considered in which a cyberattack causes
life-supporting medical devices to fail, resulting in the death or serious injury
of patients. In addition, numerous other constellations are also conceivable,
such as the postponement of vital surgeries or the malfunction of medical de-
vices. A fundamental distinction must be made here between private and pub-
lic healthcare institutions. This classification determines which liability law
applies. This distinction will not be discussed further here; instead, the reader
is referred to the relevant literature and case law.

If a (private-law) contractual relationship exists between the hospital and the
patient, the hospital's potential liability is governed by Art. 97 para. 1 CO: If
the obligation cannot be fulfilled at all or cannot be properly fulfilled, the
debtor must provide compensation for the resulting damage, unless he can
prove that he is not at fault. The conditions for liability under Art. 97 para. 1
CO are therefore (a) breach of a contractual obligation, (b) damage arising
therefrom, (c) adequate causal link between breach of contract and the dam-
age incurred, and (d) fault (which is presumed under Art. 97 para. 1 CO). In the
context of a breach of a contractual obligation, non-performance or improper
performance — i.e. positive breach of contract — is of particular interest in the
present case. Although the debtor provides a service, it does not have the
quality specified in the contract or does not correspond to the care owed un-
der the contract. In principle, a distinction is made between the actual prima-
ry and secondary obligations. The secondary obligations include, among other
things, duties of conduct that have the purpose of supplementing the main
service and ensuring its proper fulfillment or achieving the purpose of the
contract, namely protection, care, advice, omission, information and educa-
tion. Based on the above, the duties of care resulting from Art. 74 MedDO
with regard to cybersecurity can be qualified as contractual ancillary duties,
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because they are behavioral duties intended to ensure the proper perfor-
mance of the main service. It is therefore a duty of the hospital to protect the
patient.

When specifically is there a breach of the duty of care resulting from Art. 74
Para. 1 MedDO? As explained above, this concerns appropriate protection
against electronic attacks and access. This appropriate protection must be de-
termined on the basis of an objective standard in each individual case. Infor-
mation sheets and guidelines — such as those of the BACS or H+ — can be
consulted for assistance in specifying this objective standard, but non-compli-
ance with the recommendations contained in such guidelines or information
sheets does not automatically constitute a breach of due diligence. In prac-
tice, however, affected companies are advised to follow the guidelines and
fact sheets of expert groups and to design their safety precautions based on
these recommendations.

A violation of the duty of care as per Art. 74 para. 1 MedDO can therefore -
provided that the other liability requirements of Art. 97 CO are met — lead to
the healthcare institution being held liable to the affected patient, whereby
the affected patient must prove the liability requirements (Art. 8 CC). In prac-
tice, it may be difficult to prove a breach of duty of care due to a lack of in-
sight into the IT infrastructure of the healthcare facility. The fact that an at-
tack or access has taken place is not in itself sufficient to prove a breach of
duty of care. Rather, it must be proven that the healthcare institution has not
taken all (reasonable) technical and organizational measures to prevent such
attacks or access. In this respect, it is to be demanded that the healthcare in-
stitution concerned, as part of its procedural obligation to cooperate in accor-
dance with Art. 160 Para. 1 CPC, must hand over the necessary IT security
documentation. If the healthcare institution unjustifiably refuses to cooperate
and hand over the IT security documentation, the court must take this into
account when considering the evidence (Art. 164 CPC).

B. Administrative consequences

In addition to the civil law consequences, the administrative consequences of
a violation of Art. 74 MedDO must also be considered. As the enforcement au-
thority, Swissmedic is responsible for market surveillance and the enforce-
ment of medical device regulation (Art. 66 para. 1 TPA). The control within
the framework of market surveillance includes, among other things, the fulfill-
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ment of the obligations of the economic operators (Art. 75 para. 1 MedDO),
and thus also the implementation of the obligations resulting from Art. 74
MedDO. The Swissmedic hospital inspection in 2023 with regard to medical
devices showed that the issue of cybersecurity was affected by deviations in
43% of the inspections. In particular, deficiencies were found in hospitals in
the area of the associated processes and interfaces, as well as in risk manage-
ment. The range of available administrative measures to remedy such defi-
ciencies is not limited in principle, since Art. 66 para. 1 TPA stipulates that all
administrative measures necessary for the enforcement of the TPA may be
taken. Art. 66 para. 2 TPA contains a non-exhaustive list of certain measures
that can be ordered by Swissmedic. In any case, the ordered measures must
satisfy the principle of proportionality.
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